MamATKK no 6e3onacHoOCTU. MBOY «ba3kosckasa COLLU»

NMHOOPMALIMOHHAA NAMATKA AJ14 OBYYAKOLLMNXCA

C KaXAablM roaoM MOJIOAEXW B WMHTEpPHETE CTaHOBUTbCSA 60/blue, a LWKOMbHUKA OAHU W3
CaMbiX aKTMBHbIX Mofb3oBaTene PyHeTa. Mexay TeM, MOMMMO OFPOMHOrO KO/JMYecTBa
BO3MOXHOCTEN, WHTEPHET HeceT M npobfieMbl. DTa NaMsaATKa A0/XKHa noMouvb Tebe 6e30MacHo
HaXoANTbLCS B CETU.

KoMnbroTepHblie BUPYCbI

KoMnbloTEPHbIA BUPYC - 3TO Pa3HOBWMAHOCTb KOMMbIOTEPHbIX MNPOrpamMMm, OTANYUTENbHOM
0CO6EHHOCTbIO KOTOPOM SAABMSIETCA CMOCOOHOCTb K pa3MHOXEHUI0. B AononHeHmne K 3TOMy, BUPYChbI
MOTyT MOBPeANTb WM MONHOCTbO YHUUYTOXWUTb BCe alnbl M AaHHble, MNOAKOHTPOJIbHbIE
NoNb30BaTEND, OT MMEHM KOTOPOro Hbina 3anylleHa 3apa)XeHHas nporpaMma, a Takxe nosBpeauTb
WM Jaxe YHUUYTOXUTb OMepaumoHHYHD CucTemMy co Bcemu dannamm B uenom. B 6onblimHCTBE
C/ly4aeB pacrnpoCTPaHSATCA BUPYCbl Yepe3 MHTEPHET.

MeTozbl 3aWnTbl OT BPEAOHOCHbLIX NPOrpaMMm:

1. WNcnonb3yn coBpeMeHHble oOnepauuoHHble CUCTEMbl, WUMEeKLWNe Cepbe3Hbll YPOBEHb
3alWmnTbl OT BP€AOHOCHbIX NPOrpamm;

2. MocTtosiHHO ycTaHaBnmBan nadtn (umdposble 3anaaTkyM, KOTOPble aBTOMaTUYECKM
yCTaHaBAMBAOTCA C Uenblo AopaboTkyM nporpammbl) U Apyrme o6HOBMEHUS CBOEW OMnepauuoOHHOMN
cuctembl. CkaumBan MX TONbKO € oduumanbHOro camta paspabotumka OC. Ecnm cywecrtsyeT
peXuM aBTOMaTMYeCcKoro 06HOBNEHMS, BK/IIOUYN ero;

3. Pabotait Ha cBOEM KOMMbOTEpPE Moj NMpaBaMu MNONb30BaTenNsl, @ HE aAMMHUCTpaTopa. 3TO
He No3BONUT 60/bLUMHCTBY BPEAOHOCHLIX MPOrpaMM WHCTaNIMPOBATbLCA Ha TBOEM MEpPCOHasIbHOM
KOMMblOTEpPE;

4. Wcnonb3yin aHTMBUPYCHble MpOrpaMMHble MNPOAYKTbl M3BECTHbIX MpouM3BoAUTENeNn, C
aBTOMaTU4ecknMm obHoBNneHmneM 6a3s;

5. OrpaHunub du1snyeckmin 4OCTyn K KOMNbOTEPY A/ MOCTOPOHHUX NNL;

6. Mcnonb3yn BHeEWHWE HOCUTENW UHGOpMauuu, Takme kKak dnewka, AUCK unau dann ms
WHTEPHETA, TONIbKO N3 NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTKpbiBa KOMNblOTEPHbIE halabl, NONyYEeHHble U3 HEHAAEXHbIX UCTOYHUKOB. [laxe Te
dannbl, KOTOpblIE NpUcan TBOW 3HaAKOMbIN. Jlyylle yTOUHU Yy HEro, oTrnpaBasa v OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3To He BMA nepefaym gaHHbIX, He TexHosorms, a Bcero nnwb 6peHa, mapka. Ewe B
1991 roay HuaepnaHAckas KoMnaHUSa 3apeructpupoBana 6peHa "WECA", uto o0603Hauano
cnoBocoyeTaHune "Wireless Fidelity", koTopbin nepeBoanTcs Kak "6ecnpoBogHas TOYHOCTbL".

Jo Hawero BpeMeHu powna pgpyraa abbpesmaTtypa, KoTOopas SBASETCA TakKoOM Xe
TexHonornen. 3to abbpesnatypa "Wi-Fi". Takoe Ha3BaHue 6bII0 AaHO C HAMEKOM Ha cTaHaapT
BbICLLEN 3BYKOBOM TexHUKM Hi-Fi, 4To B nepeBoae o3HayaeT "BbiCOKas TOYHOCTbL".

[Oa, 6ecnnaTHbI MHTEpHEeT-AOCTYyNn B Kade, oTensax M alsponopTax SBASETCA OT/INYHOMN
BO3MOXHOCTbIO BbIX0Aa B WMHTEpHET. HO MHOrme aKkcnepTbl CYMTaOT, 4TO obwenoctynHble Wi-Fi
ceTu He aBnsatTcsa 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTbl B 06weaocTynHobix cetax Wi-fi:

1. He nepepaBali cBOlO NMYHYIO MHpOpMauuto yepe3 obwenocTtynHble Wi-Fi cetn. PaboTas B
HUX, XenaTeslbHO He BBOAUTbL NAaposin AOCTyna, NOrMHbI U Kakne-To HOMepa;

2. WNcnonb3yn uM o6HOBNAW aHTUBUPYCHblEe MporpamMmbl M 6paHamayep. TeM cambiM Thbl
obesonacmwb cebs oT 3aKaykm BMpyCa Ha TBOE YCTPOWNCTBO;

3. Mpun ncnonb3oBaHum Wi-Fi oTkntoun pyHkumnto "O6wmii goctyn K dannam n npmHTepam”.

JaHHas dyHKUMS 3aKpbiTa NO YMOSIYAHMIO, OAHAKO HEKOTOpble MOJSIb30BaTeE/N aKTUBUPYIOT
ee ans ypobcrea ncnonb3oBaHus B pabote nnan ydyebe;
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4. He ncnonb3yn nybnunynbiii WI-FI onsa nepenaum nnYHbIX AaHHbIX, HAanpuMep Ans BbixoAda B
counasnbHble CETU UIN B 3NIEKTPOHHYIO MOYTY;

5. Ucnonb3yi Tonbko 3awmuweHHoe coegnHeHne yepes HTTPS, a He HTTP, T.e. npu Habope
Beb-aapeca BBoaM uMeHHo "https://";

6. B MobmunbHOM TenedoHe oTkatoum dyHkumio "MogknoueHne k Wi-Fi aBTomaTtnuyeckun". He
AOonyCcKan aBTOMaTMYeCKOro noAgkatoyeHms ycrtponcrea Kk cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHblie ceTn

CoumanbHble CeTM aKTUMBHO BXOAAT B Hally >XW3Hb, MHOrue noaM paboTalT M XUBYT TaM
NocTossHHO, a B Facebook y)xe 3aperncrpMpoBaH MWUIMApPA YEsIOBEK, YTO SBNAETCS OAHOM
ceAbMOl BCeX XuTenen nnaHetbl. MHOrMe nosb30BaTE/IM HE TMOHMMAKOT, YTO MHGopMauums,
pa3MelleHHas UMK B COLMANbHbIX CETAX, MOXET bblTb HaAeHa N NCNOsIb30BaHa KeM YroAHO, B TOM
yncne He obs3aTenbHO C 6/1arMMU HaMEPEHUSMM.

OcHoOBHble coBeTbl N0 6€30MacHOCTN B COLUMASIbHbIX CETAX:

1. OrpaHnyb cnncok apy3en. Y 1eba B ApY3bsSX He AO/MKHO 6biTb CyYamHbIX U HE3HAKOMbIX
noaen;

2. 3awumiian cBOK 4YacTHYIO XWU3Hb. He ykasbiBan naponu, tenedoHbl, agpeca, AaTy TBOero
POXAEHUS W APYTYH JIMUYHYO WHPOPMaUMIO. 3M0YMbIWIEHHUKN MOTyT WCMNOMb30BaTb Aaxe
MHdOpMaLNIO O TOM, KaK Tbl U TBOW POAUTENN NSIAHUPYETE NMPOBECTN KaHUKYIbI;

3. 3awmwan CBOK penyTauumio - AEPXM €e B YMCTOTE M 3adaBan cebe Bonpoc: xoTen 6bl Thl,
yTobbl ApyrMe nonb3oBaTeNM BUAENAW, YTO Tbl 3arpyxaewb? [llogymain, npexae 4YeMm 4TO-TO
onybnnkoBaTb, HaNUcaTb M 3arpy3nTb;

4. Ecnu Tbl roBOpMULWb C NOAbMU, KOTOPbIX HE 3HaelWb, HE UCMONb3yN CBOE peasibHoe UMS U
APYTY0 NTNYHYIO MHpOPMaUMn: NMsl, MeCTO XUTeslbCTBa, MecTo y4yebbl n npoyee;

5. N3beram pasmeweHnsa cdotorpadpun B VIHTEpHETE, rae Tbl M306pa)eH Ha MEeCTHOCTMU, Mo
KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOJIOXKEHUE;

6. lMpu pernctpaumm B coumanbHOM ceTU HeobXoAMMO MCMNOMb30BaTb C/IOXKHbIE MNapou,
cocroswme n3 6yks n umdp M C KOINMYECTBOM 3HAKOB He MeHee 8;

7. Ana couuwanbHOW ceTW, MNOoYTbl WU APYrnx CamToB HeobXOAMMO WCMOSIb30BaTb pa3Hble
naponu. Ecnu tebs B3/110MalOT, TO 3N10YMbILWIEHHMKW NMOJy4YaT AOCTYMN TO/bKO K OAHOMY MECTYy, a He
BO BCe cpasy.

DNeKTPOHHbIE AAEHbIN

DNEeKTPOHHbIE AEHbIMM - 3TO O4YeHb yAOOHbIM Ccnocob nnaTexen, OAHAKO CYLIEeCTBYIOT
MOLUEHHUKWN, KOTOPble XOTAT MOAYUYUTb 3TU AEHLIN.

DONeKTPOHHble AEeHbMM MNOSABUNCH COBCEM HeAaBHO W WMMEHHO M3-3a 3TOM0 BO MHOMUX
rocygapcrBax A0 CUX MOp HE NPOMNMUCaHO NPO HUX B 3aKOHaX.

B Poccum xe OHM (PYHKUMOHUPYIOT M O HMUX YXEe MPONMCaHO B 3aKOHe, rae Mx pasaensioT Ha
HECKONbKO BWAOB - @HOHMMHbIE W HE aHOHMMHble. Pa3HuUa B TOM, YTO @HOHWMHbIE - 3TO Te, B
KOTOpbIX paspelwaeTcsa npoBoAuUTb onepaumn 6e3 uaeHTUdUKauuMm nonb3oBaTens, a B
HEeaHOHUMHbIX UAeHTUdUKaLMa nonb3oBaTtens aensetTcsa 0b6a3aTenbHON.

Takxe cnegyeT pasnuuaTb 3NeKTPOHHble duaTHble AeHbrn (paBHbl FOCYAapCTBEHHbIM
BaNtoTaM) M 3NEKTPOHHbIE HedUnaTHbIe AeHbrM (He paBHbl FOCYyAapCTBEHHbIM BantoTaMm).

OcHoBHble coBeTbl No 6e3onacHol paboTe C 31eKTPOHHbIMU AEHbraMn:

1. MpuBsxn K cyety MoOb6UNAbHLIN TenedoH. DTO camblii yAOOHbIM U 6bICTPLIN Ccnocob
BOCCTAHOBWUTb AOCTYnN K cyeTy. [pmBA3aHHbIN TenedoH NoMoxXeT, ecnu 3abyaellb CBOM NiaTeXHbIN
naposb Win 3angellb Ha CakT C HE3HAaKOMOro YCTPONCTBA;

2. Wcnonb3yn oaHopasoBble naponu. llocne nepexoga Ha yCuUeHHY aBTopusauuio Tebe
yXe He 6yaeT yrpoxaTb ONacHOCTb Kpaxu UK nepexsaTa naaTeXHoro napons;

3. Bboibepun cnoxHbii naponb. MNpectynHukaM 6yaeT He NpoCTO yragaTtb CI0XHbIM Maposib.
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HapeXxHble naponun - 3To Naposin, KOTOPble coaepaT He MeHee 8 3HaKOB M BKJ/IlOUYAKOT B Cebs
CTPOYHbIE M MPONUCHblE BYKBbI, LUMPbI U HECKO/IbKO CUMBOJIOB, TakMe Kak 3HakK gonanapa, dyHTa,
BOCK/IMUATENbHbIN 3HaK M T.N. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NINYHbIE Al@aHHbIE Ha CalTaxX, KOTOPbIM He I0BEpPSELLb.

dneKTpoHHasA noyTta

DneKTpOHHas Mno4yTa - 3TO TEXHOJIOrMSA M NpeaocTaB/isgeMble e YCyrMm no nepecbiike u
MOJTIYYEHUIO SNEKTPOHHbIX COOBLLEHNIA, KOTOPbIE pacnpeaenstoTca B KOMNbloTEPHON ceTu. O6bIYHO
3NIEKTPOHHbIM MOYTOBbLIN WMWK BbIFSAUT cnegyowmm obpasoM: NMA_Nonb3oBaTenss@uMsa_aomMeHa.
Takxe KpoMe nepefaydun NpocToro TeKCTa, MMeeTCs BO3MOXHOCTb nepenasaTtb ¢anbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C 3NEKTPOHHOM MNOYTOMN:

1. Hago BbibpaTb npaBuAbHbIA MNOYTOBLIN CepBUC. B MHTEpHeTe eCcTb OrpoMHbIN BbI6Op
6ecnnaTHbIX MOYTOBbLIX CEPBMCOB, OAHAKO Ny4lle AOBEPSATb TEM, KOro 3Haelb M KTO MNepBbin B
penTUHre;

2. He ykasbiBalh B /MYHOW MouTe JMYHY wHdopMauuto. Hanpumep, nyduwe BblibpaTb
"My3blKanbHbIN_(aHaTt@" nnun "pok2013" BmecTo "Temal3l";

3. Ucnonb3yi AByX3TanHyl aBToOpmM3aumio. DTO Korga noMMMO Maposis HYXHO BBOAUTb KOA,
npucblnaemsln no SMS;

4. Bboibepun CNOXHbIM Naponb. N8 Kaxaoro No4YTOBOro swmka AoskeH 6biTb CBOWM HaAeXHbIN,
YCTOMUYMBLIN K B3/IOMY Naposib;

5. Ecnm ecTtb BO3MOXHOCTb HamucaTb CaMOMy CBOWM JIMYHbIA BOMPOC, WCMNOMb3yN 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HECKOSIbKO MNOYTOBbIX AWMKOB. [lepBbli A9 4YacTHOM MNEepenuckn C
ajpecaTtamMy, KOTOpbIM Tbl AOBepsielb. DTO 3/1eKTPOHHbIA ajpec He HaAo MCMnonb3oBaTb Mpu
permcrtpaummn Ha dopyMmax u camrtax;

7. He oTkpbiBan dainbl U Apyrue BJIOXEHUS B NMUCbMax, Aa)e eC/iM OHM MpULIAM OT TBOUX
Apy3sen. Jlyywe yToYHU Y HUX, OTNPaBAsinmn n oHn tebe atn dalinbl;

8. MNocne okoH4yaHus paboTbl HA MOYTOBOM cepBUCe Mepes 3aKpbiTUEM BKNAAKW C CAaUTOM He
3abyab HaxaTb Ha "Bbintn".

Ku6ep6ynnm-|r UWnan BUpTyasZibHoe n3neBaTtenibCrtBo

KnbepbynnuHr - npecneposaHue cooblleHUsaMU, coaepxkawumm ockopbneHus, arpeccuio,
3anyrmBaHme; XyJWraHcTBo; coumanbHoe 60MKOTMpPOBaHME C MOMOLLbI Pa3fIMYHbIX WHTEpHeT-
CepBM1COB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kKMbepbynnMHrom:

1. He 6pocancsa B 6on. Jlyywmnit cnocob: nocoseToBaTbCA Kak cebs BECTU U, eCnin HET Toro, K
KOMY MOXHO 06paTuTbCs, TO BHaydase yCnoKouUTbCSA. ECnn Tbl HauyHewb OoTBeYaTb OCKOp6AeHUsaMH
Ha ockopbeHus, TO TONbKO elle 60/blle PasoXXewb KOHMNINKT;

2. Ynpasnsai ceoen knbeppenyrtaumen;

3. AHOHUMHOCTb B CeTU MHUMas. CylecTBYIOT CNOCO6bl BbISCHUTb, KTO CTOUT 3@ @HOHMMHbIM
AKKAYHTOM;

4. He cTOuUT BECTU XynUraHckuin obpas BUPTYyanbHOW XM3HU. MIHTEpHET DUKCUPYET BCE TBOU
OENCTBUSA N COXPaHAET UX. YaanuTb ux 6yaeT KpaliHe 3aTpyaAHUTENBHO;

5. Cobnogain cBoo BUpPTYasbHYIO YeCTb CMON0oAY;

6. WUrHopmpyn eauvHunuHbln Heratus. OpHopa3oBble OCKOpbuTenbHble cooblleHns nydwe
nrHopmpoBaTb. O6bI4HO arpeccus nNpekpallaeTcs Ha HayYanbHOW CTaauu;

7. BbaH arpeccopa. B nporpaMMax o6MeHa MrHOBEHHbLIMU COOBLLEHUAMU, B COLMANBHbBIX CETAX
€CTb BO3MOXHOCTb 6/IOKMPOBKM OTNPaBKN COOBLLEHNI C onpeaesieHHbIX aapecos;

8. Ecnu Tl cBuaetens knbepbynnnHra. TBon AeNCTBUSA: BbICTYNUTb NPOTUB NpecnenosaTens,
nokasaTb €My, YTO ero AelCTBUS OLEHMBAIOTCS HEraTMBHO, MOAAEPXKATb XEepPTBY, KOTOPOM HYy>XHa
NcMXonornyeckas NoMoLb, COOBLWNTL B3POCAbIM O paKTe arpeCcCMBHOIo NoOBeAEHUS B CETU.
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Mo6unbHbIV TenedoH

CoBpeMeHHble cMapTdOHbl M NAaHWeTbl cogepxxaT B cebe BNosHe B3pOC/bIi PyHKLMOHAM, U
Tenepb OHWM MOryT KOHKYpPMpOBaTb CO CTaUMOHApHbIMM KOMMNbioTepamu. O4HAKO, CpeACTB 3aluThl
Ans nogobHbIX YCTPOMCTB MOKa O4YeHb Mano. TecTupoBaHME W MOUCK YS3BMMOCTEM B HUX
NPONCXOAUT He TaK MHTEHCUBHO, Kak ans MK, To e caMoe KacaeTcs n MOBUbHbLIX MPUTOXEHUNA.

CoBpeMeHHble MOb6UAbHbie 6pay3epbl y)Xe NpakTUYeCcKu A[OrHanum HacToNbHble aHasnorwy,
OAHaKO pacwupeHme dyHKUMOHaNa BreyeT 3a cobonm 60ably CAOXKHOCTE UM MEHbLUYHO
3aLUMNLLEHHOCTb.

[Janeko He BCe MNpPoOM3BOAUTENWN BbINYCKalOT OOHOB/IEHMS, 3aKpbliBalOWMNE KpPUTUYECKUE
YS3BMMOCTM AN CBOUX YCTPOWNCTB.

OcHoBHble coBeTbl ans 6esonacHocTn MobunbHOro TenedoHa:

Huyero He saBnsetrca no-HacTosiweMmy 6GecnnatHbiM. Byab ocTtopoxeH, Beab korga Tebe
npeanaratoT 6ecnnaTHblii KOHTEHT, B HEM MOTYT 6bITb CKPbITbl KaKMe-TO MiaTHbIe YCIyru;

Oyman, npexge yeMm otnpaBuTb SMS, doTo unm Bnaeo. Tbl TOYHO 3HaeWb, rae oHn 6yayT B
KOHEYHOM uTore?

Heobxoanmo 06HOBNSATH OMNEepauUnOHHY0 CUCTEMY TBOEro CMapTdOHa;

Ncnonb3yih aHTUBUPYCHbIE MporpaMMbl Ans MObMNbHbIX TenedoHOB;

He 3arpyxalh npuioXeHus OT HEW3BECTHOro0 WCTOYHWKA, BeAb OHM MOryT coAepXaTb
BPEeAOHOCHOe nporpaMMHoe obecneveHue;

Mocne TOro Kak Tbl Bbldewb C CanTa, roe BBOAWI JIMYHYK WHQOpMauuo, 3ananm B
HacTpoliku bpaysepa n yganu cookies;

Mepuoanyeckn nposepsii, Kakue naaTHble YCNyrm akTUBMpPOBaHbl Ha TBOEM HOMEpE;

[JaBalh cBoil HOMep MO6uNbLHOro TenedoHa TOJIbKO J0ASM, KOTOPbIX Tbl 3HAaElWb W KOMY
JoBepsellb;

Bluetooth pgonxeH 6bITb BbIKAOYEH, Korga Tbl MM He nonb3yewbcsd. He 3abbiBain nHoraa
npoBepsaTb 3TO.

Online urpsbi

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  Kpaco4Hble, 3axBaTbiBalolWMe  pa3BfieveHus,
obbeanHaWmME COTHU ThbICAY 4YenoBeK MO BCeMy MuUpy. Mpoku WMCCNeaylT AaHHbIM UM MuUp,
obLwanTca apyr C APYroM, BbIMNOMHAKT 33af4aHUs, Cpa)XakwTCqd C MOHCTpaMu M Noay4varoT onbIT. 3a
YAOBOSIbCTBME OHM NMATHAT: MOKYNaKlT AMCK, onjavymBaloT aboHeMeHT uan npuobpeTaloT Kakne-To
onumu.

Bce 3Tn cpeacTsBa nayT Ha noagAepXaHWe N pasBUTME UMPbl, @ TakxXe Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCH CUCTEMbI aBTOPM3aL MK, BbINYCKAOTCA HOBble naTtumn (UMdpoBbIe 3anaaTku Ang
nporpamMm), 3aKpblBalOTCs YSI3BUMOCTU CEPBEPOB.

B nofobHbIX Urpax CTOMT onacaTbCs HE CTOSIbKO CBOMX COMEPHUKOB, CKOMbLKO KpaXu TBOEro
napons, Ha KOTOPOM OCHOBaHa cMcTeMa aBTopu3aunm 60nbLINMHCTBA UTP.

OcHoOBHble coBeTbl N0 6e30MacHOCTN TBOEro MrPOBOr0 akKayHTa:

1. Ecnn gpyroin urpok Beget ceba naoxo vnm cospaet tebe HeNnpuUATHOCTKU, 3abnokupyi ero
B CMWCKE UIFPOKOB;

2. Noxanynca agMUHUCTpATopaM WUrpbl Ha MJOX0e MOBeAeHMe 3TOr0 WUrpoka, XenaTenbHo
NPUIOXUTb Kakue-TO AOKa3aTesbCTBa B BUAE CKPUHOB;

3. He ykasbiBal Nn4Hy0 nHdoOpMaunto B npodaine mrpbl;

4. YBaXkal Apyrmx y4acTHUKOB Mo Urpe;

5. He ycTtaHaBnusal HeoduumnanbHblie NaTtym 1 Moabl;

6. cnonb3yi CNOXHbIE N pa3Hble Naponu;

7. Daxe BO BpeMs Wrpbl He CTOUT OTK/AOYaTb aHTUBMpPYC. [loka Tbl wrpaewb, TBOW
KOMMbIOTEP MOryT 3apasuTb.
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OULLUMHI UM KpaXKa JIMYHbIX AaHHbIX

O6bI4YHOM KpaXkeh AeHer U AOKYMEHTOB CerofHs yXe HWKOro He yAuUBWULIb, HO C pa3BUTUEM
WHTEPHET-TEXHOJIOMMI 3/10YMbILU/IEHHUKM MepeMecTUINCb B MHTEPHET, U NPOAO/KAKOT 3aHMMaTbCs
"nobumbiM" AenomM.

Tak nosiBMUaCb HOBas Yyrposa: WHTEePHEeT-MOLWEeHHWYecTBa WM (GUWKHI, rfaBHas uUenb
KOTOpPOro COCTOMT B MOAYy4YeHUW KOoHdDMAEHUMANbHbIX AAHHbLIX MoAb30BaTenel - JOrMHOB W
naponen. Ha aHrnuiickom asbike phishing umtaetca kak ¢uwunHr (ot fishing - pbibHasa nosns,
password - naposnb).

OcHoBHble coBeTbl No 6opbbe ¢ PULMHIOM:

1. Cneawn 3a cBOMM akkayHToM. Ecnm Tbl nogo3peBaellb, 4TO TBOS aHKeTa 6biia B3/siOMaHa, TO
Heobxoammo 3abnokupoBaTb e€e M coobWwMTb agMMHUCTpaTopaM pecypca 06 3TOM KakK MOXHO
cKopee;

2. WUcnonb3yih 6e3onacHble Beb6-calTbl, B TOM 4YUC/E, MHTEPHET-MarasuvHOB W MOWUCKOBbIX
cucrtem;

3. Ncnonb3yn CNOXHble W pa3Hble naponaun. TakuMm obpasoMm, ecnu Tebs B3noMatoT, TO
3N0YMbILWAEHHUKN NoSydaT AOCTYN TONbKO K OAHOMY TBOEMY NMpoduIo B CETU, @ HE KO BCEM;

4. Ecnn Teba B3noManu, To HeobxoaAMMO nNpeaynpeamTb BCEX CBOMX 3HAKOMbIX, KOTOpPble
pobaBneHbl y Teba B Apy3bsAX, 0 TOM, 4YTO Tebs B3nOManu M, BO3MOXHO, OT TBOEro mmeHun byaer
paccbinaTbCs CrMaM M CCbIIKWM Ha (PULLMHIOBbIE CanThbl;

5. YctaHoBuM HagexHbin naponb (PIN) Ha MOBunbHbIN TenedoH;

6. OTKO4UM coxpaHeHune napons B 6bpaysepe;

7. He oTkpbiBan dainbl U Apyrue BJIOXEHUS B NMUCbMax, Aa)e eC/iM OHM MpULIAM OT TBOUX
Apy3en. Jlydlwe yToOYHM Yy HMX, OTNpaBAs/n nn oHu tebe atn dannsbl.

LUndposas penyrauuna

UndpoBas penytaums - 3TO HeraTtuBHas WM NO3UTMBHasA WHdoOpMauus B ceTu o Tebe.
KoMmnpomeTupylowas wHdopMauus, pasMelleHHas B WHTEpHeTe, MOXEeT cepbe3HbiM obpas3om
OTPa3uUTbCA Ha TBOEW peanbHOW Xu3HU. "UndpoBas penyTtauusa" - 3To TBOWM MMUAX, KOTOPbIN
dopmupyeTtcs n3 nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecTo XuTenbcrtBa, ydebbl, TBoe hUHAHCOBOE MOMOXEeHNe, 0COH6eHHOCTN XapakTepa u
pacckasbl 0 65IM3KNX - BCE 3TO HaKamnJnMBaeTcs B CETU.

MHoOrne noApoOCTKM JIerKOMbIC/IEHHO OTHOCATCA K nybnmkaumum nndHOM uHboOpMaumn B
NHTepHeTe, He NoHMMAas BO3MOXHbIX MOCAeACTBUIA. Tbl AaXKe He CMOXelb A0ragaTbCa O TOM, 4TO
doTorpadms, pasmelweHHas 5 neT Hasag, cTana NpUYNHOM OoTKasa NpuHAaTL Teba Ha paboTy.

KomMmeHTapun, pasmelleHue TBOMX doTorpadmin n apyrve AENCTBUS MOMyT HE UCYE3HYTb
Jaxke rnocne Toro, Kak Tbl UX yAanullb. Tbl HE 3Haellb, KTO COXpaHwWa 3Ty WMHdOpMauuto, nonana
NN OHa B TMOWCKOBblE CUCTEMbI M COXpaHuiacb N OHa, a [flaBHOe: 4YTo noayMmaiwT O Tebe
OKpy>Xatlowmne nan, KoTopble HanayT U yBMASAT 3TO. HaWTMm MHGOpMauMio MHOro net cnycrs
cMoxeT ntobon - Kak n3 aobpbix NO6YXAEHUN, TaK U C HAMEPEHUEM MPUUYUHUTL Bpea. DTO MOXET
6bITb KTO YroAaHoO.

OcHOBHble coBeTbl No 3awmTe LMdpoBOM penyTaunm:

1. Moayman, npexae 4yem 4To-TO nybnukoBaTb U nepepaBatb y cebs B 6nore mnm B
couunanbHoOm cetu;

2. B HacTpoikax npoduns yCTaHOBM OFpaHMYeHWs Ha MNpOCMOTP TBoero npodwnsa m ero
coAepXuMoro, caenan ero Tonbko "ans gpysen”;

3. He pa3smewan n He ykasblBalh MHPOPMaLMIO, KOTOpas MOXeT Koro-nmbo ockopbnsate mau
obuxaTb.



MamATKK no 6e3onacHoOCTU. MBOY «ba3kosckasa COLLU»

ABTOpCKOE npaBso

CoBpeMeHHble LWKOJIbHUKM - aKTUBHbIe MNoJib3oBaTenu umdpoBoro npocrpaHcTea. OaHako
[aNleko He BCe 3HaloT, YTO MNO0/b30BaHME MHOMMMU BO3MOXHOCTSMM UMdpoBOro Mmpa Ttpebyer
cobnoaeHns NpaB Ha MHTENNEKTYaNbHY CO6CTBEHHOCTD.

TepMUH "MHTennekTyanbHast COOCTBEHHOCTb" OTHOCUTCS K PasfiMyHbIM  TBOPEHUSIM
yenoBeYEeCcKoro yma, HauymHasi ¢ HoBbiX M306peTeHnit 1 3HakoB, obo3HavaWwmx cO6CTBEHHOCTb Ha
MPOAYKTbl WU YCAYrM, U 3aKaHumBasl KHUramu, gotorpadpusamm, KMHOoDUIbMaMM U My3biKasbHbIMU
NMpoM3BEeAEHUSAMMN.

ABTOpCKME npaBa - 3TO MpaBa Ha WHTENNIeKTyalbHYyl0 COBCTBEHHOCTb Ha MPOM3BEAEHUS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYMalT B Ka4yecTBe rapaHTUu TOro, 4To
WHTEeNNeKTyanbHbIn/TBOPYECKMN Tpya asTopa He b6yaeT HanpacHbiM, AacT €My crnpaBeasivBble
BO3MOXHOCTK 3apaboTaTb Ha pe3yfbTaTax CBOEro TpyAa, NOAYYUTb M3BECTHOCTb M MpU3HAHMeE.
HukTo 6€3 pa3spelleHns aBTOpa He MOXeT BOCMNpPOM3BOAMTb €ro nNpom3BedeHne, pacnpoCTpaHNaTb,
nybanMyHO AeMOoHCTpMpoBaTb, MpoAaBaTb, WMMNOPTUPOBATb, MNyCcKaTb B NpokaT, nybanyHo
WCMOJTHATb, NMOKa3blBaTb/MCMNOJHATL B 3upe nnm pasMewlaTtb B IHTepHeTe.

Ncnonb3oBaHne "nupaTtckoro" nporpaMMHOro obecnevyeHus MOXeT MNpPUBECTM K MHOMMM
puUcCKaM: OT MNOTEPW A[aHHbIX K TBOMM akkKayHTaM 40 ONOKMPOBKW TBOEro YCTPOWCTBA, rae
yCTaHOBJ/IEHA HeneranbHasa nporpamMmMa. He ctouT Takxe 3abbiBaTb, YTO CYLLECTBYIOT fleranbHble U
6ecnnaTHble NporpamMMmbl, KOTOPblE MOXHO HaWTK B CETU.

O nopTtane

CeTeBMYOK.pd - TBOW rNaBHbIM COBETYUK B CETU. 34€Cb Tbl MOXeWb y3HaTb 0 6e30nacHOCTH
B CETU TMOHATHbIM UM AOCTYMHbIM $3bIKOM, @ MPW BO3HWMKHOBEHWWM KPUTUYECKOW CuUTyauuu
0bpaTuTbCa 3a coBETOM. A TaKXe MPUHATb yyacTue B KOHKypcax M CTaTb CaMbiM LMBPOBbIM
rpa>xaaHuHom!



